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1 O6mne nooxeHns

PaGouas nporpamMma Hu (JOH/I OLEHOUHBIX CPEJACTB MCIMILIMHBI «AJIMHHUCTPHPOBAHKE
CHCTEM H KOMIIBIOTEPHBIX CeTeli» COCTAaBIEHBl B COOTBETCTBHHU ¢ TpeOOBaHHAMH (helepaabHOTO
rocyJapcTBEHHOro 00pa30BATEIBLHOIO CTaHIapTa, YTBEPKAEHHOro IpHKazoM MuHHCTepcTBa
obpazopanns u Hayku Poccuiickoit @enepanun Ne 1509 or 01.12.2016, 1 ocHoBHO# npodeccH-
OHAIBHOKW 00pa3oBaTenbHOH nporpaMMsl noArotoBku «Obecreuenne HHQOPMAIHOHHON
0€30IaCHOCTH  PacIpe/ie/IeHHBIX HMH(OPMALHOHHBIX CcHCTeM» 1o  crnenuansHoctd 10.05.03
"NupopmannonHas 6e30macHOCTh aBTOMAaTH3HPOBAHHBIX CHCTEM",

3anaun ChopmMupoBaTh y 00ydaiomuxcs IpohecCHOHAIBHbBIE KOMIIETEHIUH, HE00X0-
ARCHHILIHEL ZIMMBIE JUIS BBIIOJIHEHHS POQECCHOHATBHOM EATENBHOCTH 10 aIMHHICTPH-
POBAHUIO U YIAIEHHOMY YHPaBICHHIO HH(OPMAIMOHHBIMH CHCTEMAMI..

OcHOBHBIE AJIMUHHUCTPHUPOBAHHUE CHCTEM. Y TIPABICHHE CETHIO U BHPTYAIH3AI[MS
paznensl / TeMbl
JUACITHTIITHHB

2 Ilepevenb MIAHAPYEMBIX Pe3y/JIbTATOB 00YUEHIS IO AHCHUIIHHE (MOXYJIIO),
COOTHECEHHBIX ¢ IVIAHHPYEMBIMH Pe3yJIbTaTaMU 00Pa30BaTEILHOM POrpaMMBbl

[Ipomecc M3yueHMs MUCLUIUIMHBL «AJMHHUCTPHPOBAHHE CHCTEM H KOMIIBIOTEPHBIX
ceTeH» HanpapieH Ha (GOPMUPOBAHHE CIENYIOMINX KOMIETeuui B cootsercTeun ¢ ®I'OC BO
1 OCHOBHOH 0OpasoBarellbHO# mporpaMmoii (tabiuia 1):

Tabmuna 1 — KoMneTeHuuu 1 niaHupyeMble pe3yibTarTsl 00yYeHHUs 10 AUCIUILTHHE

Koun Esemssasiie [Tnanupyemble pe3yIsTaTsl 00yYEeHHs 110 JUCIIHILUIMHE

KOMITETEHIIHH g 2
I Iepeuens 3HaHMi Ilepeuens ymennit ITepeueHb HABBIKOB

[Tpodeccuonainpible

IICK-7.4 cnocobno- | 31(ITK-3-3) 3nare oc- | YI(HK-3-3)  ymers | HI(IIK-3-3) moctpo-
CTBIO TPOBOJTHTH y/a- | HOBHBIE TOJIXO/bI K | IPM HEOOXOXHMOCTH | CHHS CHCTEM yIaleH-
yAJIeHHOMY aJMHHH- | IPOBOIMTL  YIaJeH- | HOTO aIMHHHCTPUPO-
CTPHPOBAHHIO HH- | HOE aJMHHHCTPHPO- | BaHM  HH(OpMaIH-
(opMalMOHHBIX ~ Ce- | BaHHC — WHPOpPMALHU- | OHHBIX CHCTEM H Ce-
TEeH U CHCTEM OHHBIX CeTed M CH- | TeH

0a3 maHHBIX B pac- CTEM
[peaeeHHEIX HH~-
(DOPMAIMOHHEBIX  CH-
cTemMax

JIEHHO@ aIMHHHCTPH-
pPOBaHHE OIEepaIHOH-
HBIX CHCTEM H CHCTEM

3 Mecro aucuumImHbI (MOLYJIs1) B CTPYKTYpe 00pa30BaTeIbLHOI NPOrpaMMEI

Jucuurmnna(Moayns) « AIMIHHCTPHPOBAHHEe CHCTEM M KOMIIBIOTEPHEIX ceTeil» H3yda-
ercs Ha 4 Kypee B 7 cemecTpe.

JlucuuinHa ssisieTcs 6a30BOH JHCIMINIMHOMN, BXOJMT B cocTas 610Ka 1 «[uCIuHHb]
(MoynH)» 1 OTHOCHTCSI K 0a30BO# YacTH.

Jlist 0OCBOEHMS IMCUMILTMHE] HeOOXOIHMBI 3HAHHS, YMCHHS, HABBIKK U (MIIM) OIIBIT IIpaK-
THYECKOH JI€ATEILHOCTH, C(HOPMHUPOBAHHBIE B MPOLECCEe W3YYEHHs IHCUMIUIAH / IPaKTUK: AJ-
MHHUCTPHPOBAHHE DPAaCIpENCICHHbIX HHDOPMAIMOHHBIX CHCTEM, 0€30IAacHOCTh chUcTeM 6a3
JIAHHEBIX.

3HaHM, YMEHHA ¥ HAaBBIKH, CHOPMHPOBAHHBIE TPH HM3YYEHUM JUCHHIUTHHBI
«AJIMAHHCTPUPOBAHHE CHCTEM H KOMIIBIOTEPHEIX CeTel», OyAyT BOCTpeOOBAHBI IPH H3YUEHHH

l/,



TOCITE/YIOWAX JUCIHIUTAH i BHIIONHEHHs! BEITYCKHON KBand(UKAHOHHOH paGoThL.
Jlucuummia ««HauvMeHOBaHHe JIACIMIUIMHBIYY B PaMKaX BOCIHTATENBHOH pPabOTHI
HAIpaBJeHa HA Pa3BUTHE TBOPUYECTBA, NPO(ECCHOHAILHBIX YMEHMH, OTBETCTBCHHOCTH 3a BBI-

II0JITHEHHE y‘ICGHO-HpOH3B0,E[CTBCHHI>IX 3aaHUl.

4 O6beM AHCHAIUIEHLI (MOAY./Is) B 324€THBIX €AHHHUAX ¢ YKA3AHHEM KOJIHIeCTBA
aKaJIeMHYECKHX YACOB, BLIIJEHHBIX HA KOHTAKTHYIO padoTy o0y4aomuxcs ¢
npenoaasartejem (0 BHAAM Y4eOHBIX 3aHATHIT) N HA CAMOCTOATEIBHYI0 paborty

00yuaromuxcs

O6mas TpyI0eMKOCTh (00beM) JMCIHMILTHEB COCTABISCT 3 3a4ETHBIX CAHHAL, 108 axa-

JIEMHYECKHX 4aCOB.

Pacnpenenenne 06bemMa AHCHHILIHHBI (MOYJIst) O BHAAM y4eOHBIX 3aHATHH

npeicTaBieHo B Tabaune 2.

Tabmuua 2 — O6seM JHCIHIUTAHEBL (MO/1yJisl) IO BEAAM y4eOHBIX 3aHATHH

O0beM QU CIUILIHHBI

Bcero akagemu-
YeCKHX YACOB

O6uiast TPYAOEMKOCTh JUCIIUIIIMHBI

108

KonrakTHas ayquTopHas pabora ofyualomuxcsi ¢ npenojiaparesaem (1o
BHJAM Y4eOHBIX 3AaHATHIL), BCEro

32

B Tom 4uncne:

3HATHSN JEKIHOHHOr0 THNA (JIEKIUH H HHbIE yIeOHbIC 3aHsiTHs, IPe/y-
CMaTPHBAIONIHE IPENMYIIIECTBEHHYIO iepesiady yueGHoi nHpopMaluy Tie-
JIaTOrHYECKUMH PabOTHHKAMH)

16

3aHATHS CEMHHAPCKOI0 THIA (CEMHHAPEL MPAKTHYECKUE 3aHATHS, IPaK-
THKYMBI, Ta00OpaTOpHbIe PabOTh, KOITTOKBHYMbI H HHbIE aHAIOTHYHBIC 3a-
HSTHS)

16

CamocrosaTeabHas padoTa 00y4aromuxcs 1 KOHTAKTHAS padoTa, BKJIO-
YAI0IIAs IPYTIIOBLIE KOHCYIBTAIHH, HHAMBH/IYaIBHYIO padoTy o0yuaro-
IIUXCsI C TIPEroiaBaTeN My (B TOM YHCJIE€ HHAXBUYaJIbHbIC KOHCYJIbTaLlH);
B3aEMOICHCTBHE B JNEKTPOHHOM HHPOPMALOHHO-00pa3oBaTebHON cpene
BY3a

76

[TpomesxyTouHas aTTecTalHs 00yJaomuxcs — 3a4er

5 Copep:xanne THCHAILIAHBI (MOXYJIsT), CTPYKTYPHPOBAHHOE 110 TEMaM (pasaenam)
€ YKa3aHHEeM OTBEJEHHOr0 Ha HUX KOJIHYeCTBA AKaleMHY¢CKHX YaC0B H BUAOB

yueOHoii paboTnl

Ta6muna 3 — CTpyKTypa 1 cojepiKaHie JUCIHIIINHEL (MO/IyJIs)

HaumenoBanne pa3jenoB, TeM H COAEPXKa-
gyacax)

Buib1 yuebHOMH paboTsl, BKIIIOYast CAMOCTOSTE b~
HyI0 paboTy 00y4aionuxcs 1 TPYA0EMKOCTD (B

HHE MaTepurana

KonraxThas pabota
Ipero/@sares ¢ 00yJarnuMHICs

CpC




Jlexumu

CemMmuHapckue
(mpakTHUYeCKHe
3AHATHSL)

JlaGoparopusie
3aHATHA

AJIMHHHCTPHUPOBAHHE CHCTEM,
AnvunancrpupoBanne  Windows —cucrem.
[MonsiTHE «aIMHHHCTPHPOBAHKE» MPUMEHH-
TENBHO K HMHQPOPMALHOHHBIM CHCTEMAM.
WudopmanmoHHEIE CHCTEMBI M MX THIIBL
3amaun, QYHKUHME H BHABI aIMHHHCTPHPO-
BaHHAg B MHPOPMALMOHHEIX CHCTEMax. AB-
TOMATH3aLHUs YIPABICHHs. CETHI0. AIMHHH-
CTPHPOBAHHE B KOPIOPATHBHHIX CETSX.
KinenTckme H  cepBepHBIC  CHCTEMBI
Windows. IIpensapuresibHas —HacTpoiika.
DyHKIHOHATBEHEIE BO3MOXHOCTH U 3] dek-
TUBHOCTh peanu3alud cHcrembl Windows
Server. MeTo/ibl, THIIBI B 9Tanbl YCTAHOBKU
Windows Server. Ilapamerpr xomdmurypa-
muu  mociie  ycranoBkum Windows  Server.
PasBepTeBaHKME poNH cepBepa B COOTBET-
CTBHH C ONpPEAEICHHBIMH OH3IiecCIeHapHs-
Mu. Peanmdsanus COOTBETCTBYIOLIMX pOJIEii
cepBepa I MOANCPKKH KOHKPETHOIO Clie-
Hapus. Active Directory.
AnmunucTpupoBanue Linux cuctem. [luc-
TPUOYTHBbI, YCTAHOBKA, KOMAHIHAs CTPOKA,
VipaBineHye NONB30BaTe/SIMH MU YCTpPORi-
CTBAMH. Y CTaHOBKA IIPOrpaMMHOro obecre-
e B OC cemelicta Linux. Ynpapnenne
Gaiinamu u karanoramu. CeTeBble YTHUIHTEL
Linux. Paszenenue npas nocryna x Qaiinam
U Karanoram B coBpeMeHHBIX OC. Peannsa-
LM pas[esieHns IpaB J0cTyna K (painam B
OC *NIX. MexcereBoit skpan.

30

Yupasiienne ceTbio H BAPTYa/IH3ALHS

Ynpasnenue ceTeio npenmpustas. Undpa-
crpykrypa MT. Ilomarne xommbroTeproit
cetu. JloxanpHple u r00albHBIE CETH.
Knaceuuxauus noxkansueix cereif. OcHOB-
HbIC KOMIIOHEHTEI ceTH. CereBble yCTpOii-
crBa. Tonomorust cerw. Tumel kabenbHBIX
cpeJi nepenavd AaHHbIX. [TakeTs! u mpoto-
Konbl.  PaccmaTpuBaroTes OCHOBBI paBoTHI
MapmpyTH3alUy M KOMMYTAIL[MH, JaeTCs
oApoOHOE onHcaHue paGoThl MOJEIH CTeKa
nporokonos TCP/IP (xak oTnensHo 1o
YPOBHsIM, TaK u B [eTIOM)
.PaccMatpuBaloTCs IPOTOKOJIBI KAHATIBLHOTO
ypoBHs VLAN, BBeJIeHHE B CTATHYECKYIO M
JAMHAMHUYECKYIO MAaplIPyTH3aLHIO, IIpUMeE-
HEHHC CTaH/IapPTHLIX CIIHCKOB KOHTPOJIS JI0-
cryna, DHCP a Takke npeo6pasosanue ce-

46




Buybl yueOHOH paboThl, BKIIKOUAs CAMOCTOSATENb-
HYI0 paboTy 00y4aloUuXcs 0 TPYI0EMKOCTE (B
qacax)
HaumeHnoBaHue pazfenos, TeM U cofiepka- KonraktHas padora
HHE MaTepuaia npenoaasatTens ¢ 00yJalonmMmMucs
Jlextmu | Cemuuapckue | JlaGoparopusie | CPC
(npaxTHYyecKue 3aHATHS
3aHATHA)
teBbIX [P-anpecoB NAT. Ocoboe BHUMaHKE
YIEIAeTCA U3YYEHHIO IPHHIUIIOB IIPOEKTH-
POBaHMs JIOKAIbHBIX CETEIl.
Bupryanuzanus B HHOOPMAIMOHHEIX CH-
cremax. PaccmarpuBaercs: KOHUEINIMS BHP-
Tyalu3all U HCHOJIB30BaHKUS O00JIAaYHBIX
BEIYHCIIEHUH, TPUBOIATCS IpUMeEphl SaaS u
laaS. Ocoboe BHHMMaHHE YACIACTCA TIPO-
TpPaMMHEIM H alllapaTHEIM THIICPBH30paAM
KVM, Microsof, Oracle, VmWare, pac-
CMaTPHBAIOTCS OCHOBBEl HH(pOPMAIHOHHO
06e30I1aCHOCTH B BUPTYAIbHBIX HH(paCTPyK-
Typax.
- 16 16 76
10 AUCHHIIIHHE

6 BaeayauTopHasi caMoCTOSITeILHAS PA0OTA 00YIAIOIAXCS 110 QU CHHILINHE
(MoayJtro)

[Ipy nynaHHpOBaHMH CaMOCTOSATENBHOM PabOTHI CTYINEHTY PEKOMEHJYETCS PYKOBO-
CTBOBATLCS CIIEAYIOIIMM PACIpEIeICHHEM YacoB Ha CaMOCTOATEIBbHYIO paboTy (Tabimuna 4):

Tabnuna 4 — Pexomenyemoe pacipe/ie/ieHHe 9acOB HA CAMOCTOATENBHYIO paboTy

KomnoneHnTe! camMocTosITeIbHOI paboThl KoaunuecTBo uacoB
M3yueHue TeOpeTHYECKUX Pa3AE/IOB AUCLHHIIIHHEL 10
ITonroroBka K 3aHATHAM CEMHHAPCKOIO THIIA 10
IMoxroroska u oopmiIeHHE KOHTP. 56
Bcero 76

7 Ouenovnkle cpeacTBa I MPOBEACHHAS TEKYHIEro KOHTPOJIS
H IPOMEKYTOYHOI aTTecTAHA 00y IAIOMMXCS 110 AHCHHIUIHHE (MO/LYJI0)

DOHA OLIEHOYHBIX CPEJICTB JUIs IPOBEJEHUS TEKYIIero KOHTPOJS yCIeBAEMOCTH K IIpo-
MEXYTOYHOM aTrecTaluu npeacrasieH B [Ipunoxenun 1.

IMonnpiH KOMIUIEKT KOHTPOJIBHBIX 3alaHHH MM HHBIX MATEPHANIOB, HEOOXOJUMBIX JJIs
OLICHMBAaHKs Pe3yJbTaTOB OOYYEHHs IO AMCIHUIUIMHE (MOJYJIO), MPAKTHKE XPAHHTCH Ha Ka-
(enpe-paspaborunke B OyMaXKHOM H JIEKTPOHHOM BH/IE.

8 VYueOno-meronuueckoe u uHGOpManuoHHOe ofecnedeHHe  AMCHHILUIMHBI
(Momy.ist)




8.1 OcHoBHas qUTEpaTYypa

1. benenskas, M. H. AxmunuctpupoBanie B HHQOPMAIMOHHEIX CHCTEMaXx : y4eOHoe I10-
cobue s By3oB / M. H. Benensxkas, C. T. Manunosekuii, H. B. fIxoBenko. - Mocksa : I'opsiuast
munus-Tenexom, 2018. - 408 c. - ISBN 978-5-9912-0418-7. - Tekcr : anexrponssii. - URL:
https://znanium.com/catalog/product/1195564 (nara obpamenus: 28.09.2020). — Pexxum jocty-
Ia: IO MOJIITHCKE.

2. Makcumos, H. B. Komnerorepnsie cetr : yuebnoe nocobue / H.B. Makcumos, M1
[TonoB. — 6-¢ u3n., nepepab. u gorn. — Mocksa : ®OPYM : UHOPA-M, 2021. — 464 ¢. —
(Cpenree mpodeccuonansHoe obpazosanue). - [ISBN 978-5-00091-454-0. - TekcT : a51eKTpoH-
ueiii. - URL: https://znanium.com/catalog/product/1189333 (nmara obpamenus: 28.09.2020). —
Pexxum poctyna: mo mozmucke.

3. Botitos H. M. Kypc RH-133. Anmunucrpuposanne OC Red Hat Enterprise Linux.
Koncnekr nexnuit n npaxktuyeckue paboter ver. 1.10 [Dnexrponnsiii pecype] / Boiitos H. M., -
JMK [Ipecc, 2011. Pexum OCTYTIA:
http://www.biblioclub.rw/index.php?page=book&id=129920 3

4. Brmacor IO. B. AmvuuncrpupoBanue cereil na marpopme MS Windows Server:
ydebnoe mocobue [Dnextponnsiid pecypce] / Bmaco 0. B., Puukosa T. M. - Hurepuer-
YHuBEpCHTET HudopmarnoHHbIx Texnonorutt, 2008. Pexum JOCTYIa:
http://biblioclub.ru/index.php?page=book&id=233291

8.2 lono/iHuTeBbHASL JIHTEPATYPA

1. Tpemes M.A., Koxun M.A. DMyasTops! 1 cuMyIisiTopbl ceteit 9BM : s cTynenToB
TEXHHYECKHX crenuanbHoctei / Uznarensckue pemenns, 2020. — 166 ¢. ISBN 978-5-4493-
9748-5

2. Tpemes M.A., Bubasiikun I'.®., Batormuna A.C. TeXHONOTHS CKAHUPOBAHHUS HA
Hanuune ys3puMmocreit / M3patensckue pemenns, 2020. — 136 ¢. ISBN 978-5-4498-9961-3

3. Tpemes U.A. Ceru u tenexommynuxauus : Jlus cryaenros / Wsnatensckue peme-
Hud, 2020. — 140 c.ISBN 978-5-4493-9742-3

4. Tpemes N.A., I'puropses S1.10. [IpoexTupoBanue u 3ammra HHGOPMAIMOHHEIX CH-
crem / Usparensckue pemenus, 2020. — 86 ¢. ISBN 978-5-4498-9392-5

5. Tpemes M. A., Koxun U.A., Bunssiikun I'.®. Be30nacHOCTh ONEpalMOHHEIX CHCTEM
: Hacte 1. RAID, Boccranosienue ¢aiiios, metasploit / M3parensckue pemenns, 2020. — 160
c¢. ISBN 978-5-4498-9599-8 (1. 1) ISBN 978-5-4498-9600-1

6. Tpemes M.A., Koxun W, be30onacHOCTb BEIYHCIUTENBHEIX ceteil : [IpakTudeckue ac-
nexTel / M3parensckue pemerus, 2020, — 126 ¢. ISBN 978-5-4498-9454-0

7. Tpemes M.A. AIMEHHCTPUpPOBAaHKE CHCTEM M KOMITBIOTEPHBIX ceTell : J[71s CTYIeHTOB
TEXHHYECKHX crienuansHoctei / Mznarensckue pemenns, 2020. — 102 ¢. ISBN 978-5-4493-
9419-4

8. Tpemes M. A., Koxxun M.A., Bunbasiikun .. AMUHACTPAPOBAHHE pacIIpeIelcH-
HBIX HH()OPMALMOHHEIX CHCTeM : YacTh 1. AIMHHUCTPHPOBaHUE HH)OPMAITMOHHBIX CHCTEM /
Wsnarensckue pemenus, 2020. — 170 c. ISBN 978-5-4498-9912-5 (1. 1) ISBN 978-5-4498-
9913-2

9. Tpemes U.A., Batomna A.C., Cepuxos B.A. TexHHKa U TEXHOIOIHS aTaK 3J0yMbIII-
JICHHHKOB B paclpe/eeHHEIX HHE(OopManuoHHbIX cucremax. Yacts | Pekornacuuposka, Hada-
na arak. / Mspatensckue pemenns, 2021. — 160 c¢. ISBN 978-5-0055-1061-7 (1. 1) ISBN 978-
5-0055-1062-4

10. Tpemes 1.A., ITpokodses C.B. AnMUHECTPUPOBAHKE PACIIpEEIeHHBIX HHpOpMa-
LMOHHEBIX cHcTeM. YacTh 2 TeXHOJIOTHH HH(OPMAIHOHHEIX cucTeM. / M31aTebekue pelieHus,
2021. — 228 c. ISBN 978-5-0055-0683-2 (t. 2) ISBN 978-5-4498-9913-2



11. Tpemer M.A., Ilpokodres C.B. bezomacHocTh onepanitoHHBIX cucTeM. YacTp 2
OnepaiuoHHbIe CHCTEMBI, YA3BUMOCTH. / Miznartensckue pemenus, 2021. — 262 c¢. [ISBN 978-
5-0055-0940-6 (t. 2) ISBN 978-5-4498-9600-1

8.2 MeronnyeckHe yKazaHus 1Jisl CTY/IGHTOB 10 OCBOEHHIO THCIHILIUHBI
O6ydenne AUCHMIUIMHE «AJMHHHCTPHPOBAHHE CHCTEM H KOMIIBIOTEPHBIX CeTei»
NpenonaracT U3y4eHHe Kypca Ha ay/IUTOPHBIX 3aHATUSIX U B XOJI€ CAMOCTOATEIbHOM paboThl.

AyIUTOpHBIE 3aHATHS IPOBOIATCA B (hOpMe EKIHl U Ta00paTOPHBIX 3aHSITHIL.

Tabmuua 7 MeToauyeckie yKazaHus K OTAEIbHBIM BHJIAM J€ATEIbHOCTH

Bun yuebno- Opranuzanus nesTeIbHOCTH CTYACHTa
TO 3aHATHs
Jlexnus Hanucanue KOHCIEKTa JEKIMH: KpaTKO, CXEMATUYHO, IIOCIIe-

A0BaTEJIbHO (IJHKCHPOB&TB OCHOBHBIE NOJIOXKEHHA. BoIaeniars Kirode-
BbI€ CJIOBA, (l)OpMyJIBI, OTMEYaTh Ha IIOJIAX YTOUYHAKOMIHE BOIIPOCHI II0
TEeME 3aHATHL

JIaGopaTop- Pabora ¢ aBTOMaTH3MPOBaHHBIMU PabOYUMK MECTAMH.
HBIE 3aHsATHE

Camocros- Jina OGomee miIyOOKOrO H3YYeHHs pasfieloB AHCLHUILIHHEI
TenbHas pabora IPENYCMOTPEHBl OT/Ie/IbHbIE BUIBI CAMOCTOSTENBHON paboTHI: MOJ-

rOTOBKa K JIJAOOPATOPHBIM 3aHATHAM, M3YyYEHUE TEOPETUYECKHX pas-
JEJI0B JUCUHUILIMHEL, moaroTopka KP.

CamocTosTensHas paborta sABIfeTcs Hauboliee MPOAYKTHBHOHN (opmoii o6GpasoBareis-
HOH ¥ TO3HABATEJbHOM JAEeATEeIPHOCTH CTyHeHTa B mepuoi oOyuenus. CPC HampasieHa Ha
yrIyONIeHHE M 3aKpelUieHue 3HaHU| CTyIeHTa, pasBuTHe npakTnueckux ymenuii. CPC no amc-
LHIUIHE «AIMHHACTPHPOBAHHE CHCTEM M KOMIBIOTEPHBIX CETeil» BKJIIOYAET CIEAYIOUHE BH-
IBl PaboT:

— paboTy ¢ NEKIHOHHBIM MaTEPHAIOM, IIOHCK K 0030p JIUTEPaTYPEl U SIEKTPOHHBIX HC-
TOYHHKOB HH()OPMAIKH [10 HHAXBHIYAIbHOMY 3a/IaHHIO;

— OIIEPEKAIOILYIO CAMOCTOSITENIbHYIO PaboTy;

— H3yY€HHE TEM, BBIHECEHHBIX Ha CaMOCTOSTENIBHYIO IIPOPAbOTKY;

— IOATOTOBKY K TIPAKTUYECKUM 3aHSATHIM;

— BBINOJIHEHHE B 0hOPMIICHUE KOHTPOIBLHON paGoThI.

Kontpons camocTosTeIsHON pabOTHI CTYJCHTOB H KAYECTBO OCBOEHHS JHCIUILIHMHBI
OCYMIECTBIISAETCS IIOCPEACTBOM:!

— MPEJICTABJICHHs B yKa3aHHble KOHTPOJIbHbIE CPOKH PE3yJIbTATOB BBIMOIHEHHS 38 IaHHi
JUISL TEKYLLETO KOHTPOJIS,

— BBIIIOJIHEHMS U 3aIMThI KOHTPOJIBHON paboTHI;

KonTposnbras pabora 1 0T4eTHI 110 Tab0PaTOPHBIM paBoTam AOJKHBI OBITE 0()OPMIECHBI
B COOTBETCTBHHM C TpeGOBaHMAMHM BHYTPEHHHX HOPMATHBHEIX HoKymeHTOB ®OI'BOY BO
KHATY.

8.3 Cospemennbie npodeccHOHANbHbIE 06a3bl MAHHLIX W HHPOPMANMOHHbIE
CHPABOMHbIE CHCTEMBI, HCIIO/Ib3yeMbIe IPH OCYIIECTB/JIEHHH 00pa30BaTeILHOTO
npouecea no AHCUHIJINHE

1. Dnexrponno-6ubnuoreuras cucrema ZNANIUM.COM — Omubdka! Hegonyern-
MblIii 00bEKT rHIEPCCHIIKH..
2. Koncynpranr+



8.4 Tlepeuenr  pecypcoB  MH(OPMALMOHHO-TEJEKOMMYHHKAIHOHHON  CeTH
«MHTepHeT», He0OXOAUMBIX /ISl OCBOCHHS THCHHIIMHLI (MOXYJI51)

1. Hayunas anexrponnas outnuoreka Elibrary http://elibrary.ru.

C 1enbro MOBBIIEHHS Ka4ecTBa BeICHUs 00pa30BaTeIbHOM IeSTeIbHOCTH B YHHBED-
CHTETE CO3/[aHa MeKTpoHHas uHpopMalHoHHO-00pasoBarebHas cpeaa. Oxa moapasy-
MEBAET OPraHU3aIHIO B3AUMOCHCTBIS MEeXKy 00YYalOU[MMHCS U IPENOIABATENAMH e~
Pe3 CHCTEMY JIMYHBIX KaOMHETOB CTYIEHTOB, PACTIONIOMKEHHEIX HA O(DHIMAILHOM caiiTe
YHHBEPCHTETa B HH(OPMAIMOHHO-TEIEKOMMYHHKAIMOHHOM ceTH «HTepHeT» 10 anpe-
cy https://student.knastu.ru. Co3nannas HH(pOPMALHOHHO-00PA30BATENILHAS CPENIA 103~
BOJIET OCYIIECTBIIATh B3aHMOJICHCTBHE MEXKLY YUaCTHHKaMH 00pa3oBaTeibHOTro Ipo-
lecca MoCPeICTBOM OpraHU3alliH JUCTAHIIMOHHOTO KOHCYJIbTHPOBAHHS 110 BOIPOCAM
BBITIOJTHEHHS IPAKTHYCCKIX 3a/IaHHH.

8.5 JInnensHonHOe NporpaMMHoe ofecredenne, HenoJab3yeMoe npH
OCyImecTBJIEHHH 00pa30BaTeILHOr0 IMPoNecca Mo AUCHUIIHHE

Tabmuma 5 — [epeueHs HCIOIB3yEMOr0 NPOrPAMMHOTO ODECTIEYEHHS

Hawnmenosanue [10 PexBu3uTh!

Microsoft® Windows "
Professional 7 Russian JInnensnonHsIH cepradukar Ne 46243844 ot 09.12.2009
Open Office umu ananor CBobojiHO-pacpocTpatsemMoe

Onepannonnas cucrema Kali
Linux unm anainor comepixa-
mas HeoOX0UMBIE MOJTYITH
JUIs aHAJIM3a 3aIIHIIEHHOCTH

CBobosiHO-pacpocTpansieMoe

OHepaHHOHHﬂH cucreMa

CB000JHO-pacIpoCcTpaHIEMOe
Ubuntu wia anasior HHOTPAIPORTR

I'nnepeusop Virtual Box nim

CBo6G0oHO-paCIIpOCTPaHsIEMO
aHanor HHO-PacIipoCTp 5

Ob6o3pesatens Google Chrome

CBobonHo-pacnpocTpanseMmoe
HJTH aHaJIoT

BupryaabHbIe MAIIMHEL CO-
[JIACHO HEPEYHIO U3 (POHIO0B
OLICHOYHBIX CPEJICTB JUIS JHC-
IMIUTHHEI

CB0OOIHO-pacIIpoCTpaHsIeEMOe

Parrot OS CBoboaHO-pacnpocTpassiemMmoe

9 Opranmaunonﬂo-ne}laromqecmne ycioBus

Opranusanus 06pa3oBaTeIbHOrO HPOLecca PErIaMeHTHPYETCs YIeOHBIM [IaHOM H pac-
IHCaHUEM y4eOHbIX 3aHATHH. fI3bIk 0OydeHms (mpenojaBaHus) — pycckmit. JUIs Bcex BHUIOB
ayIMTOPHEIX 3aHATHH aKa/IeMHIECKIH Yac yCTaHABIIMBACTCS IPOAOJKHTEBHOCTBIO 45 MHHYT.

Ilpu dopmuposanuu cpoell MHAMBHIyanbHOH 0Gpa3oBAaTENBHON TPAEKTOPHH 06Yydalo-
MUACS HMEET [paBo Ha IEepe3adeT COOTBETCTBYIOMMX AUCIHUILIAH U NPOhEeCCHOHATHHBIX MOy~
JIeH, OCBOGHHBIX B TIPOIECCE IPEAIECTBYIOMIEr0 00yYeH s, KOTOPHI 0cBoGOMKIaeT 06y darome-
rocs 0T He0OXOAUMOCTH HX TTOBTOPHOI'O OCBOEHHSI,

9.1 O6pa3oBaTebHbIE TEXHOJIOTHH

YueOHbIH nponece Mpy NPEeNnofaBaHHK Kypca OCHOBBIBAETCS Ha HCIIONE30BAHHE TPAIH-
UMOHHBIX, HHHOBAUMOHHBIX ¥ MH()OPMAITMOHHBIX 00Pa30BaTENBHBIX TEXHOJOrHH, TpaJuiuon-



HbIe 00pa3oBaTENbHbIE TEXHOJIOTHH MPE/ICTABICHE! JICKIHSIME ¥ CEMHHAPCKUMHE (IIPAKTHIECKHU-
MH) 3aHATUAMH. MHHOBalMOHHEBIE 00pa30BaTEIbHbIC TEXHONOTHE HCIIOIB3YIOTCSA B BHJIE IIHPO-
KOI'0 IIPMMEHEHHUs aKTUBHBIX U MHTEPAKTHBHBIX (opM NpoBeeHus 3aHsaTHil. MHbopMannoHHbE
00pa3oBaTeIbHBIE TEXHOJIOTHH PEAIM3yIOTCA IYTeM AKTHBH3ALME CAMOCTOSTEIBHOH pabOThI
CTYJI€HTOB B HH(OPMAIIMOHHOI 00pa3oBaTenbHOM cpeje.

9.2 3aHATHA NEKNHOHHOr0 THIA

JIeKUHOHHBIH Kype NIpeanonaraeT CUCTEMAaTH3NPOBAHHOE U3NIOKEHHE OCHOBHBIX BOIIPO-
cOB y4eOHOrO IIana.

Ha neppoit nexuum neKTop 0053aH NMpeIyNpeanTh CTYACHTOB, IPHMCHUTEIBHO K KAKOMY
6asoBoMy yueOHHKY (ydeOHuKaM, yueGHbIM 110co0HsIM) OyIeT IpOIHTaH KypC.

JlekOHHEI Kype JOJDKeH JaBath Hauboibmmil odneM nHpopManuu 1 obecreynBarh
Oouiee riayOoKoe MOHMMaHHe yueOHBIX BOIPOCOB IIPH 3HAYHTENLHO MEHbIIel 3aTpare BpeMeHH,
4eM 3T0 TpeOyeTcs GOJBIIMHCTRY CTYACHTOB Ha CAaMOCTOATEIbHOE H3YUEHHE MaTepuaa.

9.3 3anATHA CEMHHAPCKOT0 THIA

CeMHHApCKUE 3aHATHS IPEICTABIAIOT cO00H e TATH3AIMIO JIEKIIHOHHOIO Te0PETHYECKO-
r0 MaTepuaia, IPOBOAATCA B IeJIAX 3aKPeIIEH s Kypca H OXBAThIBAIOT BCE OCHOBHBIE Pa3JICIIbL.

OcnosHoii (hopMoit npoBeJeHHs CEMHHAPOB ABJIETCS 00CykKaeHHe Hauboiee npodiem-
HBIX M CTIOXHBIX BOIIPOCOB 10 OTZAEJBHBIM TeMaM, a TakKe pasdop IPHMEPOB W CHTYaluil B
ayJTMTOPHBIX ycaosusX. B obsg3aHHOCTH mpenofaBaTess BXOLAT: OKa3aHHE METOJUYECKON I10-
MOIIM ¥ KOHCYIbTHPOBAHHE CTYICHTOB 110 COOTBETCTBYIONIMM TeMaM Kypca.

AKTHBHOCTDH Ha CEMHHAPCKUX 3aHATHAX OIICHUBACTCS I10 CJICIYIOLIUM KPUTEPHM:

* OTBETHI Ha BOIIPOCEL, IpeJIaraeMble IIPEIOaBaTesIeM;

* yYacTHE B JUCKYCCHSIX;

* BBIIOJIHEHHE ITPOCKTHBIX M MHBIX 3a/IaHHIA;

* ACCHCTHPOBAHHE HPEINO/JABATEIO B [IPOBE/ICHUM 3aHATHH.

OtBer 10JDKeH OBITh apryMEHTHPOBAHHBIM, PA3BEPHYTHIM, HE OTHOCIIOKHEIM, COIEPKATH
CCBUIKM Ha HCTOYHUKH.

JloKaibl ¥ OTIIOHHPOBAHKE JOKIAJOB IIPOBEPSIOT CTEICHb BJAJECHHS TEOPETUYECKHM
MaTepHaJIOM, a TAaKKe KOPPEKTHOCTD H CTPOTOCTH PACCy K/ICHUH.

OuennBanue 3a7aHui, BBIIOTHEHHBIX HA CEMHHAPCKOM 3aHATHUH, BXOJIWT B HAKOILIEH-
HYIO OLIEHKY.

9.4 CamocTosTebHAs pad0oTa 00YHAIOIMXCH O AUCHHILTAEE (MOZY.II0)

CamocTosiTensHas paboTa CTYAEHTOB — 3TO IIPOLECC AKTHBHOIO, LEIEHAIPABICHHOTO
NPHOOPETEHUS CTYJICHTOM HOBBIX 3HAHHUMN, YMEHHN (€3 HEnoCpe/ICTBEHHOTO y4acTHs Mperoa-
BATeJsl, XapaKTePU3YIOLIMHCS MPEJAMETHOR HAaIpPaBICHHOCTHIO, d(P(PEKTHBHEIM KOHTPONEM H
OLIEHKOH Pe3yJIbTaTOB JEATEIBHOCTH O0YUaromerocs.

[lenu camocTosTeNnBEHOM PAGOTHI:

' CUCTEMATH3ALUs U 3aKPEIUIEHHUE 10JIyYeHHBIX TEOPETHYECKUX 3HAHUN M MPAKTHUECKUX
YMEHHI CTYJEHTOB;

* yriayOJIieHHe U PacIIHPEHHE TEOPETHUECKHX 3HAHMIA;

* opmupoBaHue yMeHHIl HCIIOIB30BATh HOPMATHBHYIO U CIIPABOYHYIO JOKYyMEHTAIIHIO,
CTIELHATBHYIO IATEPATYPY;

* Pa3BUTHE TO3HABATE/ILHBIX CIOCOOHOCTEH, aKTHBHOCTH CTYAEHTOB, OTBETCTBEHHOCTH H
OpraHu30BaHHOCTH;

- (hopMHUpOBaHHE CAMOCTOATEIBHOCTH MBIIUICHHS, TBOPIECKOH HHUIMATUBEI, CIOCOGHO-
CTeH K CaMOpPa3BHTHIO, CaMOCOBEPILCHCTBOBAHUIO H CAMOPEATH3AIIHH;

* Pa3BUTHE HCCICIOBATENILCKHX YMEHHUH H aKaJEMUUECKUX HABLIKOB.

CamocrosTenbaas paboTa MOXKET OCYLIECTBIATECS HWHAMBUAYAILHO UM TPYNHAMH CTY-
JICHTOB B 3aBUCHMOCTH OT II€JIH, 00BEMa, YPOBHS CJI0XKHOCTH, KOHKPETHOM TEMATHKH.



TexHomorust opranu3auuy caMoCTOATENBHO PpaboThl CTYJIEHTOB BKIIOYAET HCIIOIB30BA-
HHE HHQOPMAITHOHHBIX H MaTepPHaTbHO-TEX HIYECKHX PECYpPCOB YHHBEPCHTETA.

Kontpoms pesynbratos BHeaymuropHOil camocTosrrensHOM PabOThl CTYIEHTOB MOMKET
[POXONHTE B IIMCbMEHHOM, YCTHOH MM eMewwanuoi popme.

CTyznenTsl 1OJDKHBI TOJAXOMHTE K CAMOCTOSTEIBHON paboTe Kak K HauBaxHeHIIeMy
CPEACTBY 3aKPETUICHHS U PA3BUTHSA TEOPETHYECKHX 3HAHHI, BRIPAGOTKe €IHHCTBA B3IVIAJ0B Ha
OTACJIEHBIC BOIIPOCH Kypea, IPHOOPETEHHS ONIpe/eIeHHBIX HABBIKOB U HCTIOJb30BAHIS npodec-
CHOHAJIBHOW JINTEPATYPEL.

B nannoii qucnummpe B paMKax caMocTosTeNbHOI PabOoThI CTY/IEHTHI BEIIOJHSIOT OJHY
KyPCOBYIO pabOTy COCTOSILYIO U3 IBYX 4acTeii.

9.5 MeTOlIlI‘leCKﬂe YKazaHusa 41 oﬁyqammuxm 110 OCBOCHHIO THCHHIIITHHBI

Ipy m3ysennn aucumnnuner oGyvarompmMes 11eecoo6pasHo  BBIIOIHATE CIEYIOMIHe
PEKOMEH JaIuu:

1. M3ydenue y4eGHOM AMCIMIIHEBI JOKHO BECTHCS CHCTEMAaTHYECKH.

2. Iocne m3yyenus xakoro-au6o pasjiena no yu4eOHUKY WM KOHCIIEKTHBIM MaTepraam
PEKOMCHAYETCS 0 NIaMATH BOCIIPOH3BECTH OCHOBHBIC TEPMHHBI, ONPeAeIeH S, TOHATHS pasne-
Ta.

3. OcoGoe BHHMaHHE CIeayeT YAC/IHTb BIOMHEHHIO OTIETOR 110 HPaKTHIECKAM 3aHATH-
AM I HHMBAJTYa/IbHBIM KOMITICKCHBIM 33/[aHHAM Ha CAMOCTOSTEILHYIO pabory.

4. Bes TemaTHKa BOIPOCOB, H3yyaeMbIX CaMOCTOSITENLHO, 38[A€TCA HA JNIEKIUSIX TIPEIIo-
AasateneM. VM xke 1al0Tcs HCTOYHHKH (B mepByio 0Y€PENb BHOBb M3JAHHBIE B [EPHOANYECKOM
Hay4HOH JITeparype) st 60/1ee IeTAILHOTO MOHHMAHKS BOIIPOCOB, O3BYYCHHBIX HA JIEKIHH.

Tlpu camocrosTensHoii popaGoTke Kypea O0YJArOIIHECS A0MKHBL:

* IPOCMATPHBATE OCHOBHBIE ONpeJelieH sl U (haKThL;

* NOBTOPUTL 3AKOHCICKTHPOBAHHBIH Ha JICKITHOHHOM 3aHATHH MaTepHal M IOIIOJHHTE
€T0 € YHeTOM PEKOMEH/IOBAHHOM 110 IAHHOM TeMe JTHTepaTypbL;

' H3YUTE PCKOMECHIOBAHHYIO JINTEPATYDPY, COCTABNATE TE3HCH], AHHOTAIIAN U KOHCIIEKTEI
HanGonee Ba)KHBIX MOMEHTOB;,

" CaMOCTOATEIIbHO BBITIOJIHATE 3a{aHUSA, aHAIOTHIHEIE IPEIaraeMBIM Ha 3AHATHAX;

* HCMOJB30BATE [UIA CAMOTPOBEPKH MaTepPHAE! (POH/IA OLEHOYHBIX CPEACTS.

1. Meroxnueckue ykazanus NpH padoTe HAX KOHCIEKTOM JIEKIHH

B xozne nexumonHbix sanaTHII Heo6xomMMO BecTH KOHCTIEKTHpOBaHHe y4uebHoro marepuana. OG-
PallaTh BHAMAHUE Ha KATerophH, hOpPMyIHPOBKH, PaCKpbIBAIOLIHE COACPIKAHHME TeX MIIH MHBIX ABJIEHHMI
4 TIPOLIECCOB, HAY4HBIC BBIBOJbI M PAKTHYECKHE PEKOMEHIALMH, OI0KUTENbHbI OMbIT B OPaTOPCKOM
HeKyceTBe. JKenarensHo ocTaBuTh B paGounx KoHcneKTax TIOJIA, HAa KOTOPBIX J€NaTh IIOMETKH U3 PEeKo-
MEHAOBAHHOM JIATEPATYpbI, A0MOMHAIOLIME MATEPHAN [IPOCTYIAHHON JICKLHH, & TAKKe MOAYEPKHBAIO-
LHE 0COOYIO BaXKHOCTh TEX MM MHBIX TCOPETHUECKHMX MOJI0MKEHHI, 3anaearh NpenoaBaTeNio yTouHsI0-
[IIHE BOTIPOCHI € LIENBIO YACHEHHS TEOPETHYECKHX MOMOMKEHHIH, Pa3peLleHus CIIOPHBIX CUTYAIHIA.

2. Meroanveckne ykasanus mo CaMOCTOSITEILHOI paboTe HAX H3yYaeMbIM Marepua-
JIOM H [IPH NOAr0TOBKE K JIAG0PATOPHBIM 3aHATHIM

Haunnats Hamo ¢ usywenns pexomeHaoBanHoMN Jwrepatypsl. Heo6xoxumMo NoMHUTB, uTo Ha jek-
LMK 0ObIMHO PaCcCMATPHBAETCA He BECh MATEPHAll, A TOIbKO €ro 4aCTD, OcrTankHas ero yacTb BOCIONHA-
CTCA B IIPOLECCE CaMOCTOATENbHOM paboTel. B cBssH ¢ aTiM paGota ¢ PEKOMEH/I0BAHHOI JIHTEPATYpPOii
obszatenbHa. OcoGoe BHUMAHHE TpH YTOM HEOGXO0MMO 0BPATHTE Ha COJepIKaHMe OCHOBHEIX HOJOMKE-
HUH 1 BLIBOZIOB, 06bCHeHHe SB/eHHUIT U HaKTOB, yaCHeHHe TNpPaKTU4ECKOro MPUIIOXKEHHS paccMaTpHBae-
MBIX TEOPETHYECKHX BOMpocoB. B npouecce 91oit paGoTsl HeoGxomumo CTPEMHTLCA MOHATH U 3a1IOMHHTE
OCHOBHBIC TOI0KEHHS PACCMATPHBAEMOrO MATepHANa, NIPUMEPBI, TIOACHSIOMHE ero, a TaksKe pazobpars-
¢4 B HIIIOCTPATHBHOM MaTepHaiie. OhOpMIIATE OTUECTHI CliefyeT PYKOBOJICTBYSCh BHYTPEHHHMH HOpMa-
THBHBIMH JoKyMeHTamu KHATY.

3. Metoauveckne yKasanus mo BbII0JIHEHHIO KypcoBoii padoThl

Teopetnueckas 4acth KypcoBoii paGoTEI BEIIONHAETCA 1O YCTaHOBJIEHHBIM TEMaM C HCHOJIB30Ba-
HHCM IpaKTHUECKNX MaTepuanos. K kaiol teme KypcoBoii paboTe! PEKOMEHYeTCs MIPUMEpPHBIi Nepe-



4eHb Y3JIOBBIX BOTIPOCOB, CIIMCOK HEOOXOAMMOMH IuTepaTypbl. M3naras BOPOCH! TEMBI, C/EAYET CTPOIO
npuepKuBaThes MiaHa, Pabora He JO/DKHA NPEACTABNATH Iepecka3 OTHENbHBIX IM1aB yueOHMKA WK
yuebHoro nocobus. Heobxoanmo H3IoKuTh cOGCTBEHHBIE COOOPAKEHHS 110 CYILECTBY M3/araeMblX BO-
MPOCOB, BHECTH CBOM MpeioxkeHus. OOLMe NoNoXKeH s JO/DKHBI OBITh HOJKPEIUIEHb! H NOACHEHbI KOH-
KpeTHBIMU MpuMepamu. Msnaraemplii MaTepuall npH HEOOXOAHMOCTH CleyeT NMPOULIIOCTPUPOBATE Tab-
JTMLAMH, CXeMaMH, AHarpaMMaMH.

10 Onmucanue MaTepHAJbHO-TEXHHIECCKOI0 oﬁecneqeﬂuﬂ, HEe00X0AHMOTO0 /sl
OCYyIeCTB/JICHHU A 06pa3OBaTe.ﬂLHOFO npomecca no JHCUOHIJIHHEe (MDIllelﬂ)

10.1 Yuebno-m1abopaTopuoe 0GopyroBanue

Tabnuna 6 — IlepeueHs 000pyH0BaHHS TaGOPATOPUH

Haumenosanne ayAUTOPHH

Aynutopus (naGoparopi) Henonesyemoe oGopynoBanne

202/5 JlaGoparopus  1porpammuo- | C31 HCJI Secret Net, C3U HCJI Dallas Lock,
anmapaTHbeIX cpecTB 3aumtel | C3M HCJ] Crpax NT, C3M HCJI Hlut PXII,
uHpopManuu C3U1 HCJT Aypa ,C31 HCJ Kpunron ,C31 HCJI

Axxopa, ®UIKC, Perusop 1,2 xax s omneparu-
OHHBIX cHcTeM ceMelictBa Windows Tak u s
Linux, Peusop Cetn 2.0, Anamuzarop cereBoro
tpapduka AcTpa,ATeHT HHBEHTAPH3AINK Ce-
t,CxaHep cereBoit GesomacHoctu XSpider, Te-
pbep, Secret Net Touch Memory Card, Kpunron
AMJ3, Axxopn AM/3, KpuntolIPO APM,
,CryptoPro CSP 3.6, VipNet firewall, Etoken PKI
Client, Etoken, Hoyroyk ¢ Windows 7+mpoektop.
16 TISBM ma 6ase mpoueccopos He Huxe Intel
Pentium IV

10.2 TexnuyecKkne H 2TEKTPOHHBIE CPeACTBA 00yUeHHs

JlexnHoHHbBIE 3aHATHS

AYAATOPUA UL IEKUMOHHEIX 3aHATHI YKOMILICKTOBAHB! MEOENBIO  TEXHUIECKHMH CPE/l-
crBaMu O0yYeHHsl, CIYKAIUMK JUIsl IIPeACTaBICHHS y4eOHOH HH(OpMalmu GONBIIOH aymTuTo-
puH (HabOpbl JEMOHCTPANMOHHOrO 060pyA0BaHHs (IPOEKTOp, KPaH, KOMIBIOTEP/HOYTOYK),
y4eOHO-HArTA/IHBIE TOCOOHS, TeMaTHYECKUE HILTIOCTPAIHH).

JlaGopaTopHble 3aHATHSA

Mt naGopatopubiX 3aHATHI HCIOIB3YeTCs ayauropus No 202, ocmamenHas oGopyso-
BaHHMEM, YKa3aHHBIM B Ta0II. 8:

CamocrosTensHas pagora.

[loMemenus s caMOCTOATENBHOM PaGOThl OCHAIEHE! KOMILIOTEPHOI TEXHHKOM C BO3-
MOJKHOCTBIO IOJIKIIFOUCHHS K CeTH «MIHTEpHET» M OCTYIOM K 3JIeKTPOHHON HH(OPMAHOHHO-
obpasoBarenbHol cpeae KHAT'Y:

- ynraneHbld 31 HTB KHAT'Y,

- KOMIbIOTepHBIE Kiaccwl (aya. 311 kopmye No 5, ayn. 205 xoprye Ne 5, aya. 313 kopmyc
Ne 5).

11 Huble cBeneHun




Meropuueckne PEKOMEeHAANHH 1O OGy‘le}llﬂG JIMI ¢ OrpaHHYEeHHBIMHA BO3MOMKHO-
CTAMH 3/10pOBbSI H HHBAJIN/10B

OcBoenue JAUCIHUILUTMHE! 00YYalOMIUMHCS ¢ OPAHHYCHHBIMH BO3MOKHOCTAMHE 3/10POBBSI
MOKET OBITH OPraHM30BAHO KaK COBMECTHO C JPYTMMH OOYYaIOIIMMHCS, TaK M B OTJEIBHBIX
rpynnax. [Ipeanonaraiores cenuaibHble yCIOBHS JUISL IOy 9eHUs 00pa3oBaHus 00yYarouMH-
Csl ¢ OFPAaHHYEHHBIMH BO3MOYKHOCTSIMH 37I0POBbSI,

[Ipodeccopeko-nenarornueckuit COCTaB 3HAKOMHUTCS € [ICHXOJIOTO-(DH3HONOrHIECKAMA
0cOOEHHOCTSIMH 00YYarOIMXCs MHBATHIOB M JIMI[ ¢ OTPAHIYCHHBIMH BO3MOXKHOCTSME 3J0pO-
Bbsl, HHAUBU/TYalIbHBIMH MPOrpaMMaMyi peabuIuTalluy HHBAIHIOB (pH Haikduu). [Ipu HeoO-
XOJMMOCTH OCYLUECTBIISICTCH JONOIHHTENbHAA MIOANEPIKKA TIPEITOaBaHusl ThIOTOPAMH, ICHXO-
JOraMH, COLHANbHBIMU PadOTHUKAMH, TIPOIIE/IIIHMHE ITOTOTOBKY ACCHCTEHTAMH.

B cooTseTcTBHM ¢ MeTOMMYECKMMH peKoMeHAausMy MunoGprayku PO (ye. 8 anpens
2014 r. N AK-44/05BH) B Kypce IpEIIONaraeTcs HCIONb30BATh COUHATBHO-AKTHBHBIE H pe-
(rekcHBHBIE METO/IBI OOYUEHHMS, TEXHOIOIHE COLUOKYILTYPHOM peaGHIIMTAIMH C LENbIO 0Ka3a-
HHA IIOMOIIH B YCTAaHOBJICHUH TOJHONEHHBIX MEKIHYHOCTHRIX OTHOIICHHH C JAPYTHMH CTYIEH-
TaMH, CO3aHHH KOM(POPTHOTO MCHXOIOTHIECKOr0 KIIMMATa B CTyAeH4ecKkoil rpymmne. Ilon6op u
pa3paboTka y4eOHbIX MaTEPUATIOB IPOM3BOMATCS C YUETOM HpPe/IOCTaBICH S MaTepHaia B pas-
nUYHBIX (OpMax: aylHalbHOM, BH3YAbHOM, C MCTIONB30BAHMEM CHELHAIBHBIX TEXHHYECKHX
CPE/ICTB U HHPOPMAIIHOHHEIX CHCTEM.

Ocpoenne nuctunmmnr munavu ¢ OB3 ocyluecTBiiseTes ¢ HCIONB30BAHUEM CPEICTB
00ydueHus OOIIETo ¥ CHELHAILHOrO Ha3HaueHHs (IePCOHATLHOIO M KOJUICKTHBHOIO HCIIONB30-
Barus). MarepuanpHo-TexHHYCCKOE 00eCedeHre TIPeIyCMATPHBAET IPHCIIOCOOIICHIE ayIHTO-
pH# x HY)KTam man ¢ OB3,

dopma IpoBeeHUs aTTECTAUMH U1 CTYACHTOB-MHBAINIOB YCTAHABITHBACTCA C yUETOM
HHIMBHIYAIbHBIX NIcHX0(pu3nyeckux ocobennocreit. s crynentos ¢ OB3 mpenycMarpupaet-
s OCTyIHAs (POpMa IpeIOCTABIICHHS 3aJaH i OLIEHOYHBIX CPEICTB, 4 HMEHHO!

"B INCYATHOH MJIM OJICKTPOHHOH dopMe (I JMIl € HApYLIEHHAMH OINOPHO-
JIBUTaTENILHOIO alapaTa);

" B IICYATHOH (pOpMe MM 2JIEKTPOHHO (hOpME ¢ YBEIHYEHHBIM MPHDTOM M KOHTPACTHO-
CTBIO (I JIMILL ¢ HAPYIIEHUMHE CIYXa, PEUH, 3PEHHU);

* METOJIOM YTEHHS aCCUCTEHTOM 3a/laHHsl BCIYX (UL JIHI C HAPYIIEHHUIMH 3PEHHS).

CTyzeHTaM ¢ MHBATHIHOCTBIO YBEINYHBAETCS BPEMs Ha IIOATOTOBKY OTBETOB HA KOH-
TPOJIbHBIE BONPOCHL ISl TaKUX CTYIEHTOB TpeaycMaTpHBACTCS JOCTYIHAs (opMa IpeocTaB-
JIEHHs OTBETOB Ha 3a/IaHUS, & HMEHHO!

* MICEMEHHO Ha Oymare miu HaOOPOM OTBETOB Ha KOMIIBIOTEPE (IUTs1 JIMIT C HAPYILCHHs-
MH CllyXa, pe4un);

* BBIDOPOM OTBETa M3 BO3MOMKHBIX BAPHAHTOB ¢ HCIIOJIE30BAHUEM YCITYT ACCHCTEHTA (IS
JIHIL C HAPYLWIEHUAME OIIOPHO-IBUTATENBHOTO arapara);

* YCTHO (WIsl JIMIL C HAPYIICHHUAMM 3PEHHS, ONOPHO-IABHIATEILHOTO AIlIapaTa).

Ipu HeoGXxoaMMOCTH U 0GYHAIONIMXCS ¢ HHBATHAHOCTBIO NIPOLIEYPA OLCHHBAHHS pe-
3yJIBTATOB 00 YIEHHUs MOKET IPOBOAUTECA B HECKOJIBKO ATAIIOB.



[Ipunoxenwue 1

®OHJ ONEHOYHBIX CPEJCTB!
nmo JUCUHHIIJIHHEe

AL[MHHHCTPHPOBQHI/IE CHCTEeM H KOMIBHTEPHLIX cerei

| demoMamusUposanneLY cucmem” .

Obecneuenue ungopmayuonnol besonacnocmu

Kageopa HEAC - Hughopmayuonnan
besonacnocmy agmMoOMAMUsUPOSAHHBIX
cucmem !

' B naHHOM Npusio;KeHHH NPe/ICTaBICHb THIIOBBIE OEHOYHEIE CpecTBa. [0THBIA KOMIUICKT
OLCHOYHBIX CPE/ICTB, BIIOYAIOLIWH BCE BAPUAHTHI 3aJIaHHH (TECTOB, KOHTPOIBHEIX paboT U Ap.),
TpE/UIAraeMpIX 00YqaroIleMycsi, XpaHHTCs Ha Kadepe B GyMakHOM H DIeKTPOHHOM BHJIE.



1 IlepedeHs MIaHHPYEMbIX Pe3y.IbTATOB 06y eHIist 10 AMCIHILIHAE (Moaymo),
COOTHECCHHEBIX ¢ MIAHUPYEMBIMH Pe3y.IbTaTamit 06PA30BATeNLHOI HPOrpaMMbI

Tabmana 1 — Komnerenunu u nianupyemsie Pe3yJIbTaThl 00YYEeHH S 110 JUCIHILTHHE

Kon u naumenosanue
KOMIIETeHIUH

[Tnaaupyemple pe3yabTaTer 06yUeH s 10 AUCIHIIIHEE

[Tepeuens 3Hanmit

Ilepeuens ymennii

[lepeuens HaBBIKOB

[Mpodeccronanparre

IICK-7.4 cnoco6ro-
CTBIO IIPOBOJIUTH Y-
T€HHOE aJAMUHHCTPH-
pOBaHHE OIlepalHOH-
HBIX CHCTEM M CHCTEM

31(I1K-3-3) 3uHare oc-
HOBHBIE IIOJIXOJIBI K

VI(IIK-3-3)  ymeTs
IpH  HEOOXOJUMOCTH

HI(ITK-3-3) mocrpo-
€HUs CHCTEM YyIaleH-
HOTO aJIMHHHCTPUPO-
BaHMs  HH(DOpMAIHU-
OHHBIX CHCTEM H Cce-
Tei

0az JaHHBIX B pac-

TIPe/IeNeHHBIX HH-
GopMauuoHHEIX  cu-
cTemax

YAAJICHHOMY aIMHHH- | IPOBOJMUTL  yJaJCH-

CTPHPOBAHHUIO HH- | HOE  aIMUHHCTPHPO-

(opmanmonHbix  ce- | Banue nadopmanu-

TE€H U CHCTEM OHHEIX ceTed | cu-
cTeM

Tabauna 2 — ITacnopr $oHaa oLeHoYHbIK CpezcTB

Kontponupyempie ®opmupyemas | Hammenopasne
pasjiesinl (Tembl) KOMIeTeHIMA OLEHOYHOI0 Iloxazarenn onenkn
JHCHUIIAHBI cpeacrsa
AIMHHHCTPHPOBAHHE JaGoparopuas pa- VMeHHe pasBopauuBath u
Windows cucrem IICK-7.4 6OTaIf YOPaBIIATE CEThIO Ha 0Oaze
Windows Server
ATIMUHHCTPUPOBaHIE VYMeHHe pasBOpauyHBaTh H
Linux cucrem I1CK-7.4 gjf;gamp Hait pa- YIOPaBIATh CETBIO Ha Oaze
Linux
Vipasnenue CETBIO e r—— VMenue OCYLIECTBIIATH
NPEAIPUATHS [1CK-7.4 Gorag P YAQJIEHHOE yTpaBIeHUE Ce-
TBIO IPETPUSATHS
Bupryanuzaimms B un- 4 O T YMenue ynpasnsare BHpTY-
(opmanmonnrx  cuere- | [ICK-7.4 60Ta§ P p QIbHBIMH  HH(PACTPYKTY-
Max PaMu IpeArnpusTus
Bcee pasuens [ICK-7 4 Konrporsuast  pa- | 3nanns, nassikn u YMEHHUSI

6ora

110 BCEM pasJieam Kypca

HPOMC}IcyTO‘{Haﬂ aTTecTalus B CEIbMOM CEMECTPE IIPOBOUTCS B (bOpMe 3a4eTa.

2 Meroauyeckue MaTepuaibl,
YMEHHIi, HABBIKOB H (H.IH) ONBITA JesITe/IbHOCTH,

(popmMupoBanus KoMneTeH M

Meronmaeckue marepuansy, on
HAaBBIKOB W (MJTH) OLIBITA JICATENLHOCT

IUIHHBI (Tabmuna 3).

Onpee/isiionHe NPOLENYPhI ONeHHBAHUS 3HAHMIA,
XapaKTepHu3ylouue npomece

PCACIAIONNE NPOLEAYPbl ONEHHBAHHUS 3HAHHI, YMeHHii,

H, IPCICTABJIEHBI B BAJE TEXHOIOTHYECKON KapTel JUCLA-




Tabmma 3 — TexHomorryeckas kapra

Hanmenosanue
OILIEHOYHOI'0
CpeNCTBa

Cpoku
BBIIOJTHEHHS

IIkama one-
HUBaHHUA

Kpurepun
OLleHHBAHHUS

[IpomexxyTouHas

7 cemecTp
arrectanus B o

pME 3a4eTa

JlabopaTopnas
pabota 1 Ne 1

B teueHune
ceMecTpa

25 Oamios

25 BaIoB - CTYICHT ITPABUIIBHO
BBIIIOJIHMI 3aJanue. [Tokazan o1-
JTMYHBIE 3HAHMS, HABBIKK ¥ YMEHH
B paMKaxX OCBOEHHOI0 yueOHOro
Marepuana.

20 6ajuta - CTY/IEHT BBITOJIHUI 3a-
Jlanie, ¢ HeOOIbIIHMH HETOYHO-
ctamu, [Tokazan xoporuue 3HaHUs,
HaBBIKH H YMEHHS B PaMKax 0CBO-
€HHOTO yuebHOro Marepuala.

15 Gana - CTYZEHT BBRITIOJNHUIT 3a-
JIAHHE C CYIIECTBEHHBIMH HETOTHO-
cramu. [Tokasan yosieTBopu-
TeJIbHBIC 3HAHUS, HABBIKK W YMEHHS
B paMKax OCBOCHHOI'O y4eOHOTO
Marepuaa.

8 Gama - Ipy BHITOJIHEHHH 3a)(a-
HHS CTYJICHT IPOJIEMOHCTPHPOBAT
HEIOCTATOYHBIH YPOBEHb 3HAHHH.

0 GanoB — 3a1aHKe HE BBIIOIHEHO.

JlaGoparopuas
pabota Ne 2

B Teuenue
cemecTpa

25 Gaion

25 GaJIOB - CTYEHT NPaBUIILHO
BBIIIOJIHMI 3a/1anue. [Toxasan oT-
JIMYHBIC 3HAHHS, HABBIKY H YMEHHUs
B paMKax OCBOEHHOTO y4eOHOro
MaTepHaia.

20 6arnma - CTY/IeHT BBIIOIHMII 3a-
JIAHKUE ¢ HEOOMBITUMY HETOYHO-
cramu. [Tokasan xopouiue 3HaHu,
HaBBIKHM H YMEHHUS B PaMKaX OCBO-
€HHOro y4eOHOro MaTepHaa.

15 Ganna - CTyieHT BBITIOJIHKAII 3a-
JIaHHUE C CYIIECTBEHHBIMH HETOYHO-
cramu. Tlokasan ynosnetBopu-
TEJIbHBIC 3HAHMSA, HABBIKHA H YMEHHSI
B PaMKax OCBOEHHOTO Y4eOHOro
MaTepuaa.

8 OaJuta - Ipy BBINOJIHEHWH 33713~
HMS CTYIEHT IPOAEMOHCTPHPOBAI
HEIOCTATOYHBIH YPOBCHD 3HAHUH.
0 GaJI0B — 33aTaHIE HE BHIMOJIHEHO.

Jlabopatopras
pabora Ne 3

B teuenue
cemecTpa

25 6amios

25 GaoB - CTYJIEHT MPABHIILHO
BBIIOJIHMII 3a1anue. [Tokazan oT-
JIMYHBIC 3HAHKS, HABBIKA H YMEHHUS
B PAMKax OCBOEHHOTO y4eOHOro
MaTepuaa.

20 6ama - CTYJ€HT BBLIOJIHHKII 3a-




Haumenopanue
OLEHOYHOTO
CpencTBa

Cpoku
BBIIIOJIHEHHUS

lxana one-
HHBaHHS

Kpurepun
OLICHHBAHHUS

JlanHe ¢ HeOOJIBIIMMH HETOYHO-
cramu. [Tokasan xopomme 3Hanwms,
HaBBIKH U YMEHHS B PaMKaX OCBO-
€HHOro y4eGHOro Marepuaa.

15 Gasta - CTYIEHT BBINOIHHI 3a-
JaHHe C CYIIECTBEHHBIMH HETOUHO-
cramu. [oxazan yuosiersopu-
TEJIbHEIC 3HAHKSA, HABBIKH H YMEHHUS
B paMKax OCBOSHHOI0 y4e0HOro
MarepHalia.

8 Dana - Ipy BBITOTHEHHH 3a/1a-
HHUSL CTY/IEHT TIPOJIGMOHCTPUPOBAIL
HEeJIOCTATOYHBIN YPOBEHL 3HAHWH,

0 Gan10B — 3aJaHue He BBIIONHEHO.

Jlaboparophas
pabota Ne 4

B reuenne
cemecTpa

25 Oamios

25 6aoB - CTyAEHT IIPaBHIBHO
BBINIOJIHHUII 3a/iauue. [Tokasain oT-
JIMYHBIC 3HAHMS, HABBIKU H YMEHHS
B paMKax OCBOEHHOT'O yueGHOro
Marepuaa.

20 Gamma - CTYAEHT BBIIOIHHII 3a-
JaHue ¢ HeOONBIIMME HETOYHO-
cramu. [Tokasar xopoume 3HaHus,
HaBBIKH U YMEHHS B paMKax OCBO-
€HHOro y4eOHOro Marepuaa.

15 Gana - CTyAEHT BBINOIHIT 3a-
JTaHHE C CYLIECTBEHHBIMH HETOYHO-
cramu. [Tokasan ynoenersopu-
TEJIbHBIC 3HAHMS, HABBIKH U YMEHHS
B paMKax OCBOEGHHOT'0 Y4e6HOro
MaTepuaa.

8 Oaya - MpH BBIIONHEHIH 3818~
HHS CTY/IEHT IPOJEMOHCTPHPOBAT
HeJIOCTATOYHbIH YPOBEHL 3HAHHUIL,

0 DayIoB — 3amanue He BBUIOIHEHO.

KonTpomnsras pa-
6ota

B teuenue
ceMecTpa

25 bamioB

25 GaJIoB - CTY/IEHT MPABHIILHO
BEIIOJIHMI 3a8anue. [Tokasai oT-
JIMYHBIC 3HAHUS, HABBIKKA U YMEHHUS
B paMKax OCBOCHHOTO y4ebHOro
Marepuaja.

20 6ayna - CTyIeHT BBIIOIHEI 3a-
JlaHue ¢ HeGObIINMHI HETOUHO-
csivu, Tlokasan xopoiuve 3HaHMs,
HABBIKH H YMEHHS B PaMKaX OCBO-
€HHOro y4e0HOT0 MaTepuana.

15 6anna - cTypeHT BBIOIHEI 3a-
JaHHE C CYIIECTBEHHBIMH HETOYHO-
cramu. [lokasan yaosnersopu-
TEJIbHBIC 3HAHMS, HABBIKH M YMEHHSI
B paMKax OCBOCHHOTO y4eOHOro
MaTepHasa.




Haueaonanme Cpoku [Ikana one- Kpurepun
OLIEHOYHOI'0
BBITIOJTHEH U HHMBaHHs OLICHUBAHHUS
cpencTsa
8 Gaita - Mpy BBITOJIHEHHH 3a/(a-
HESL CTYJICHT TIPOIEMOHCTPHPOBAIT
HEJJOCTATOYHEIH YPOBEHb 3HAHHUI.
(0 GayuIOB — 3a/JaHKE HE BLIIOJIHEHO.
UTOI'O: - 125 -
Hasion
Kpurepuu OLEHKH Pe3y/IbTaToB 00yYeHHs 0 U CIHIUIAHE:
0 — 64 % OT MakCHMaJIbHO BO3MOXKHOH CyMMBI OalloB — «HEYIOBICTBOPUTEIBHOY
(HeIOCTATOUHEL YPOBEHb JUISl IIPOMEKYTOYHON aTTeCTALMK [0 AHCIHILIMHE);
65 — 74 % oT MakCHUMAIBHO BO3MOMKHOM CYMMBI OalJIOB — «yLOBJIETBOPHTEIIHHOY
(moporoBeIil (MUHUMATBHBIH) yPOBEHB);
75 — 84 % OT MaKCHMAJIbHO BO3MOJKHOM CyMMBI 0aJI/IOB — «XOPOIIOY» (CpeIHIH YPOBEHB);
85 — 100 % OT MaKCHMaJIEHO BO3MOXKHOH CYMMBI OaJ/IOB — «OTJIMYHO) (BBICOKHH (MaKCHMalb-
HBI) YPOBEHE)

3 TunoBble KOHTPOJILHBIC 32AAHHS MM HHbIE MATEPHAJIbI, He0OX0MUMBbIe LIsI
OLEHKH 3HAHMI{, YMeHHil, HABBIKOB H (MJIH) ONbITA JeATEILHOCTH, XapaKTepH-
3ylomue npouecc hopMUPOBAHNS KOMIETeHIHI B X0/ 0cBOeHHUs 00pa3oBa-
TeJbHOMH NPOrpaMMbl

3.1 3apanus JJIg TEKYIero KOHTPOJIH YCIeBaeMOCTH
Jlabopamopnan padoma Nel

Kaxnprii crygent yeranapiuBaer Windows Server 2019 i JeMOHCTPHPYeT clIefylomue
TeMbl

O63op AD DS

PasseprbiBatue KOHTpOJUIepoB gomera Windows Server
O630p Azure AD

Peanuzanus rpynmnoBoi NOJIUTHKH

0630p cimyx0b! ceprudukanuu Active Directory

Buenpenue ciyx0 uACHTUDUKALNN U TPYIIOBOH IOJUTHKH
PasBepThIBaHME HOBOTO KOHTpOJUIepa JoMeHa Ha Server Core
Hacrtpoiika rpynmnoBoi noJIuTHKA

PasseprhiBanue U UCIIONB30BaHHE CITYKO cepTHPHUKATOB
PaspeprriBanue u ynpasieHue DHCP

PasBepThIBaHUE K YIPaBJICHHE CITyx00i DNS
PazsepreiBanue 1 ynpasienne [PAM

Bresipenne 1 HacTpoiika ciyx6 cereBoit nuppactpykTypel B Windows Server
PasBeprriBanue u Hactporika DHCP

PasseprriBanue i HacTpoiika DNS

Toma u ¢aitnosele cucremsl B Windows Server

Peanmzanms obmero gocryna B Windows Server

Peanusanms muckoBoro npocrpanctsa B Windows Server
Peanuzauus nelymiMKaliy JaHHbIX

Bueapenne iSCSI

PaseprhiBanie pactpeacieHHolH (aiioBoi CUCTEMbI
Peanu3zanus neyIuiMKaluy JaHHBIX

Hacrtpoiika xparumuma iSCSI

HacTtpoiika H30BITOYHBIX JHCKOBBIX IIPOCTPAHCTB
Peanmsanns Storage Spaces Direct



Jabopamopnan paboma 2
Kaxapiil cryaeHT ycragapansaer AucTpudyTus Linux i aeMoHcTpHpyer cieayomue Te-
MBI
Hactpoiika # TecTHpOBaHUE CETH
Cuctema 6ezonacnoctr Linux/UNIX
Enpasnenne 110
YrpasieHue cepBHCAMU
Vpasnenue HaiIoBBIMH CHCTEMAME
Pe3epBHOE KONHPOBAHHE H BOCCTAHOBIICHHE
AHaIn3 NPOU3BOAUTEIEHOCTH K OITHMHU3ALKS CHCTEMBI
HMcnone3opanue Linux B kadecTse pabodeil cTaHIMK TOIB30BaTEN
[Tpoueccer
VYipasnenue nmakeramu
MOHHUTOPHHT CHCTEMBI
Cospnanue pasjienoB 1 GOpMaTHPOBAHKE THCKOB
Hludporanue AUCKOB
RAID u LVM
[Tomrouenye K ceTu
Meskcererbie 9xkpans! ((haipBoIIIbT)
MeTo/1b1 pe3epBHOro KOIMMPOBAaHUS H BOCCTAHOBIICHHS
Momymu 6Gezomacuoctr Linux
ObecnieueHre 6e300aCHOCTH JIOKAIBHOM CHCTEMBI
Y naneHHoe ynpBIeHHE

Jlabopamopnan paboma 3
Kaxawiii crynent ycranaBiausaer Windows Server 2019 1 ieMoHCTpHpYeT c/eAyIomue
TeMbl
Hyper-V 8 Windows Server
Hactpoiika BEPTyalbHBIX MalInH
3amura Bupryanmusanua B Windows Server
Konreitneper B Windows Server
0630p Kubernetes
Buenpenne u HacTpolika Bupryanusannn B Windows Server
Coznanue 1 HacTpoiKa BUPTYaJIbHBIX MalllMH
VeranoBka ¥ HaCTPOHKa KOHTEHHEPOB
[TnanupoBanue BHEAPEHHs OTKA30yCTONYHBOR KIIACTEPU3AIIUU
Cozpanne 1 HacTpoiika OTKa30yCTOHIHBOrO KiIacTepa
063o0p stretch clusters
Pemrenys BEICOKOIH JOCTYIIHOCTH M aBapUIHOTO BOCCTAHOBJIEHUS BUPTYyalbHbIX MauH Hyper-V
Buenpenue 0TKa30ycTOHYMBON KIlaCTepU3aLIH
Hacrtpoiika iSCSI xpanunnina
Hactpoiika kiacrepa
Pa3sBepTriBanue 1 HacTpoiika ¢aiinoBoro cepsepa BEICOKOR JOCTYIHOCTH
ITpoBepka pa3zBepThiBaHHS (ailsIOBOro cepBepa BEICOKOH JOCTYIIHOCTH
Hyper-V Pennuka
PesepBHoe konupoBaHue H BoccTaHOBICHNE HHBpacTpykTypsl B Windows Server
Buenpenue perumuku Hyper-V u pesepsroro xonuposanus Windows Server
Peamisanus pe3epBHOro KOMHPOBAHUS U BOCCTAHOBICHNS ¢ TIoMoIneio Windows Server Backup
YYeTHbIE TaHHBIE W 3all[Ta IPUBHIETHPOBAHHOIO JA0CTYIIA

Jabopamopnan paboma 4



Kampiii cryaent yeranasausaer Windows Server 2019 n JEeMOHCTPHPYET CJIeTyIoune
TEMBbI

3ammra (Hardening) Windows Server

JEA (Just Enough Administration) B Windows Server

3amura u aganuz SMB-Tpaduka

Yupasnenne obnosnenusvMu Windows Server

Hacrpotixa 6ezonacnoctu 8 Windows Server

Hacrpoiika Windows Defender Credential Guard

Ilonck npobneMHbIX aKKayHTOB

Peanmsanus LAPS

0630p RDS

Hacrpoiika pa3BepThIBaHuUs paGoYero cToma Ha OCHOBE CeaHca (VDI)
OG30p JIMYHBIX BUPTYAIBHEIX PAGOUMX CTOJIOB H BUPTYAIBHEIX pabounx crosos Ha Gase myia
Brenpenne RDS B Windows Server

Hacrpoiika RemoteApp

Hacrpoiika ma6ona Bupryansaoro paGouero croina

Ypanenusiit toctyn i Be6-cepsucer B8 Windows Server (3 ax. q.)
O030p ciryx0bI ynarennoro goctyma

Buenpenune VPN

Buenpenue Always On VPN

Breapenue NPS

Peamusanus BeG-cepsepa B Windows Server

PaspepreIBamnue ceTeBBIX pabounx Harpy3ok

Brenpenne Web Application Proxy

Brenpenne VPN B Windows Server

PassepreIBanue u HacTpoiika Bed-cepBepa

MoBHTOPHHT IPOH3BOAUTETHFHOCTH U yerpanenue Henoagox Windows Server (4 ak. 4.)
OG30p uncrpymenToB Monutopunra Windows Server
Hcnonb3oBanye MORMTOPA TPOH3BOAKTE IBHOCTH

Mcnoie3oBanue xypHaioB coObITHI IS YCTPAHEHAS HETOMANOK
MouuTopunr u yerpanenue nenonanok Windows Server
YcraHosseHue 6a30BOro ypoBHS IPOH3BOIHTENBHOCTH

BhsiBienne uetoumika npo6ieMsl ¢ IPOU3BOIATEIBHOCTHIO
Hacrpotika u npocmotp KYPHAJIOB COOBITHIT

Anrpeiiz n murpauus B Windows Server (3 ax. q.)

AD DS murparus

Cayxba MUTpaLuy XpaHHTHII

Unctpyments murpamuun Windows Server

Ileperoc paGounx Harpysox na cepsep

Konumpononaa pagoma
Heobxommmo npusectn TeopeTHueckoe onucanye 1 IIPOJIEMOHCTPUPOBATE B COOTBETCTBHH C
TIpe/IaraeMoH TemMoi IIpOrpaMMHBIE CPEJICTBA.
Certu VLAN. DHCP. I1poekTupoBaH¥ e JTOKATBHOMN CeTH.
Craruyeckas mapumpyTusanms. J[unamudeckas MapIIpyTH3ALHSL.
Kounermuu LAN. WAN. Opranusars cetu IIPEIPHATHS.
Cnucku KoHTpos noctyna. Ceresast 6e30MaACHOCTD U MOHHTOPHHT.\
onsTue «agMunncTpupoBanney. KinuenTckue u cepsepHble cacteMbl Windows.
6. [pensapuresnbnas Hactpoiika. PYHKIHOHATBHBIE BO3MOKHOCTH U ] dexTus-
HOCTB peanusanuu cucremsl Windows Server.
7. Active Directory.

N



8. AnvuErcTpupoBaiue Linux cuctem J(ucTpuGyTussl, YCTaHOBKa, KOMaHIHAas
CTPOKa. YTIpaBJeHUe T0/Ib30BATE/AME H YCTPOHCTBAMY.

9. Yupasnenve Qaitnamu 1 katanoramu. Cerepsre YTHIIUTHI Linux.

10. Me:xcereBoit oxpan B Linux

11. YnpaBiienre ceTsio npeanpruaTHs

12. Hacrpoiika VLAN B ceTsix.

15, Craruyeckas u IMHAMAYECKaAs MAPIIPYTH3ANK,

14. DHCP. IIpoextuposnue creii

15, Bupryanusaius B ”HGOPMAIIHOHHBIX CHCTEMAX

16. Konuenuus upryanusanuy u Hcrons308amus 06auHbIX BEIYHCTICHHE
17. Onucanue 1 npumeps! SaaS u laaS.

18. Cucremer Bupryanusarun KVM, Microsoft,

19, Cucrems! Bupryanusanuu Oracle, VmWare,

20, OcHOBBI HE(OPMALMOHHOI Ge30MacHOCTH B BHPTYaJIbHBIX HH(PACTPyKTypax.

Bemonnuts otuer o npouenannoi paore. O¢opwmiienne T0DKHO GEITH BBIIOIHEHO B COOTBET-
crBuH ¢ PJII ®I'BOY BO «KHAI'Y» «TekcroBbie cryiendeckue pabotsl. IIpasuia opopmie-
HHsty. OIHCATh MEXaHM3MEL 3aIIHTHI KOTOPBIE MOYKHO [PUMEHHTE ISl 3aKPBITHSA JAHHBIX yA3-
BUMOCTEIH,



JIHCeT perncrpauun n3menennii k PILJ

Bocnurarensuas paGora o6yuarommxcs.
OcHoBanue: @edepansuviii saxon om 31.07.2020
N 304-D3 "O snecenuu usmenenuii ¢ Dedepann-
ot 3axon "06 o6pazoeanuu 6 Poccudickori Gede-
payuu"" no sonpocam socnumarus obyuaiowuxcs”

KomnyecTro [lonmuce
Howmep npotokona 3acenanms Kadeapsi,
aTa yTBCPKJCHHS U3MEHCHHS CIpam pepRGoTI
ey H3MEHEHHUs PITJT
1 |12.10.2021 mporoxon Ne2. 1

2 | 12.10.2021 npoToxon Ne2, 1
[pakTuyeckas noaroroska oOyyaromuxcs,
OcuoBanue: Ipuras Munucmepemesa nayicu u
svicute2o obpazosanus Poccuiickoii Deoepayuu,
Munucmepemsa npocsewyenus Poccuiickoii dede-
payuu om 05.08.2020 2. Ne 885/390 "O npaxmuye-

€KoU nodzomoske vbyuarouuxcs”




